
C O U R S E  B R O C H U R E

Cybersecurity Career Kickstart+
Part-time

Our flagship blue-team career-conversion programme, studied part-time and fully

online around a full-time job. Beginner-friendly, hands-on and built around real

outcomes, for adults with no IT background.

DURATION

333 hours · part-time over about 8

months

FORMAT

Online

LEVEL

Beginner

PARTNER

Ngee Ann Polytechnic

FEE

From S$2,125.50 after up to 90%

SkillsFuture funding (incl. GST)

CERTIFICATES

4 (incl. GCIH)

The programme

A beginner-friendly, hands-on, blue-team career-conversion programme delivered online. You move from first principles to job-ready across 5 modules,

finishing with a portfolio, recognised certificates and a clear route into a first cybersecurity role.

80% of graduates who completed the full programme and career services secured cybersecurity employment (as of early 2026).

Course modules

Same curriculum, structured differently for accreditation: the Cybersecurity Career Kickstart+ is organised into seven Ngee Ann Polytechnic modules, while our full-time SCTP

Defence route is organised into five. There is no material difference in the content, the hands-on labs or the outcomes — only the administrative structure. The funding available

differs between the two routes, though: some mid-career SkillsFuture schemes apply to the SCTP route only. We'll walk you through both at the free info session.

Fees and funding

SG CITIZEN 40 AND ABOVE SG CITIZEN 21–39 OR PR SELF-FUNDED / STANDARD

Course fee, before funding S$19,500 S$19,500 S$19,500

SkillsFuture funding Up to 90% Up to 70% —

Nett fee, before GST S$1,950 S$5,850 S$19,500

9% GST S$175.50 S$526.50 S$1,755

Total payable S$2,125.50 S$6,376.50 S$21,255

Singapore citizens aged 40 and above receive up to 90% SkillsFuture funding; citizens aged 21 to 39 and permanent residents receive up to 70%. 9% GST applies on the nett fee.

SkillsFuture Credit (up to S$500), UTAP (S$200 to S$500) and PSEA may reduce the nett fee further. Figures are indicative — confirm your eligibility and the latest fees at the free

info session.

Cybersecurity Fundamentals

Basic networking and the OSI model · Network protocols and remote access · Anonymity on the network and basic cyber attacks…

01

Network Research

TCP/IP, the OSI model and network routing basics · Network and remote connection protocols · Traffic capture and analysis with Wireshark…

02

Security Operations Centre (SOC) Analyst

Windows Server and Active Directory (ADDS) installation and configuration · Managing domain protocols, policies and IP address subnetting · Analysing Windows

event logs on the domain controller…

03

Penetration Testing

OSINT: monitoring blogs, harvesting employee and organisation emails, Shodan · Nmap scanning, service versions, NSE scripting · Enumeration of DNS, FTP, SSH, SMB

and MySQL; network traffic analysis…

04

Windows Forensics and Incident Response

Storage and file system forensics · Files and disk analysis, file system analysis, automatic carving, metadata · Steganography in forensic context…

05



Career support

This is real, hands-on support to make you genuinely hireable. It is not a job guarantee, and we will never claim one.

What you will earn

Start with a free info session
Book at centreforcybersecurity.com/courses/info-session

Web   centreforcybersecurity.com Phone   +65 6816 2532

Email   hello@cfcsea.com Office   176 Orchard Road #05-05, Singapore 238843

Centre For Cybersecurity Institute Pte. Ltd. Funding figures and government schemes are subject to eligibility and the latest official terms; confirm at the free info session. Figures indicative. We assist

graduates towards employment through career services and ad-hoc referrals; we do not guarantee a job.

Live career workshops — Practical sessions on navigating the cybersecurity job market.

CV preparation — One-to-one help shaping a CV around your new skills and portfolio.

Interview preparation — Mock interviews and coaching for both technical and behavioural rounds.

Ad-hoc employer referrals — When organisations approach CFCI for hiring solutions, we may share your CV with them. This is done on an ad-hoc basis

and is never guaranteed.

Cybersecurity Career Kickstart+ certificate (Ngee Ann Polytechnic)

Seven Ngee Ann Polytechnic modular skills certificates

Certificate of completion in Windows Forensics and Incident Response (CFCI)

GIAC Certified Incident Handler (GCIH) examination voucher (terms apply)


